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Responsibility: Headteacher, delegated to Online Safety Leader

Online Safety is part of the school’s safeguarding responsibilities. This policy relates to the Home school
agreement, Behaviour Policy, Safeguarding Policy, Anti-bullying policy and the Staff Code of Conduct.

Using this policy

e The school has appointed an Online Safety co-ordinator who is Samantha French.

¢ Our Online Safety Policy has been written by the school, building on best practice and government
guidance. It has been agreed by senior management and approved by governors.

e The Online Safety policy was reviewed by: Samantha French.

¢ The Online Safety policy covers the use of all technology which can access the school network and
the internet, or which facilitates electronic communication from school to beyond the bounds of the
school site. This includes but is not limited to workstations, laptops, mobile phones, tablets and
handheld games consoles used on the school site.

¢ The Online Safety policy recognises that there are differences between the use of technology as a
private individual and as a member of staff / pupil.

e This policy refers to, and should be read in conjunction with, the school’s Data Protection Policy.

Legislation and guidance

This policy is based on the Department for Education’s (DfE's) statutory safeguarding guidance,
Keeping Children Safe in Education, and its advice for schools on:

> Teaching online safety in schools

> Preventing and tackling bullying and cyber-bullying: advice for headteachers and school staff

> Relationships and sex education

> Searching, screening and confiscation

It also refers to the DfE’'s guidance on protecting children from radicalisation.

It reflects existing legislation, including but not limited to the Education Act 1996 (as amended), the
Education and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education Act
2011, which has given teachers stronger powers to tackle cyber-bullying by, if necessary, searching for
and deleting inappropriate images or files on pupils’ electronic devices where they believe there is a
‘good reason’ to do so.

The policy also takes into account the National Curriculum computing programmes of study.

At Woodmansterne School, we use the software system Lightspeed. Lightspeed is an all-in-one
software for classroom, student safety, web filtering, network and asset management. Lightspeed
supports pupil wellbeing, Social Emotional Learning by monitoring pupil safety and providing
effective IT Support.


https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/protecting-children-from-radicalisation-the-prevent-duty
https://www.legislation.gov.uk/ukpga/1996/56/contents
https://www.legislation.gov.uk/ukpga/2006/40/contents
https://www.legislation.gov.uk/ukpga/2010/15/contents
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted
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Roles and responsibilities

Governors

The governing board has overall responsibility for monitoring this policy and holding the headteacher to
account for its implementation.

The governing board must ensure the school has appropriate filtering and monitoring systems in place
on school devices and school networks and will regularly review their effectiveness. The board will
review the DfE filtering and monitoring standards, and discuss with IT staff and service providers what
needs to be done to support the school in meeting those standards, which include:

e Identifying and assigning roles and responsibilities o manage filfering and monitoring systems
¢ Reviewing filtering and monitoring provisions at least annually

e Blocking harmful and inappropriate content without unreasonably impacting teaching and
learning

¢ Having effective monitoring strategies in place that meet their safeguarding needs

The governor who oversees online safety is Jo Czerpak

Headteacher

The headteacher is responsible for ensuring that staff understand this policy, and that it is being
implemented consistently throughout the school.

Designated Safeguarding Lead (DSL)

Details of the school’s Designated Safeguarding Lead (DSL) and Deputy Designated Safeguarding
Lead (DDSL) are set out in our Safeguarding and Child Protection Policy, as well as relevant job
descriptions.

The DSL takes lead responsibility for online safety in school, in particular:

e Supporting the headteacher in ensuring that staff understand this policy and that it is being
implemented consistently throughout the school

¢ Working with the headteacher and governing board to review this policy annually and
ensure the procedures and implementation are updated and reviewed regularly

e Taking the lead on understanding the filtering and monitoring systems and processes in
place on school devices and school networks

e  Working with the BET ICT Lead/Team to make sure the appropriate systems and processes
are in place

¢ Monitoring daily alerts via Senso and adding to CPOMS

¢ Working with the headteacher, BET ICT Lead/Team and other staff, as necessary, to
address any online safety issues or incidents

¢ Managing all online safety issues and incidents in line with the school’s Safeguarding and
Child protection policy

e Ensuring that any online safety incidents are logged and dealt with appropriately in line
with this policy

e Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in line
with the school Behaviour Policy and Anti-bullying Policy

¢ Updating and delivering staff training on online safety (appendix 4 contains a self-audit for
staff on online safety fraining needs)

e Liaising with other agencies and/or external services if necessary

e Providing regular reports on online safety in school fo the headteacher and/or governing
board

e Undertaking annual risk assessments that consider and reflect the risks children face

e Providing regular safeguarding and child protection updates, including online safety, to all
staff, at least annually, in order to continue to provide them with relevant skills and
knowledge to safeguard effectively
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BET ICT Lead/Team
The BET ICT Lead/Team are responsible for:

e Putfing in place an appropriate level of security protection procedures, such as filtering
and monitoring systems on school devices and school networks (Senso), which are
reviewed and updated af least annually to assess effectiveness and ensure pupils are kept
safe from potentially harmful and inappropriate content and contact online while at
school, including terrorist and extremist material

e Ensuring that the school’s ICT systems are secure and protected against viruses and
malware, and that such safety mechanisms are updated regularly

e Conducting a full security check and monitoring the school’s ICT systems on a regular basis

e Blocking access to potentially dangerous sites and, where possible, preventing the
downloading of potentially dangerous files

e Ensuring that any online safety incidents are logged and dealt with appropriately in line
with this policy
Staff and volunteers
All staff, including confractors and agency staff, and volunteers are responsible for:
¢ Maintaining an understanding of this policy
¢ Implementing this policy consistently

e Agreeing and adhering to the terms on acceptable use of the school’s ICT systems and the
internet, and ensuring that pupils follow the school’s terms on acceptable use

e Knowing that the DSL has overall responsibility for the filfering and monitoring systems and
processes, and being aware of how to report any incidents of those systems or processes
failing by reporting to the DSL immediately

e Following the correct procedures by informing the DSL in writing if they need to bypass the
filtering and monitoring systems for educational purposes

e  Working with the DSL to ensure that any online safety incidents are logged and dealt with
appropriately in line with this policy

e Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the
school behaviour policy

e Responding appropriately to all reports and concerns about sexual violence and/or
harassment, both online and offline, and maintaining an aftitude of ‘it could happen here’

Parents and Carers

Parents/carers play a crucial role in ensuring that their children understand the need to use the internet
and technology in a safe and appropriate way. The school will endeavour to take opportunities to help
parents fo understand these issues through parents’ evenings, newsletters, letters, website, etc.

Parents/carers will be encouraged to support the school in promoting good e-safety practice and to
follow guidelines on the appropriate use of:

e Images and videos taken af school events
e Access to parents’ sections of the school welbsite
e Their children’s personal devices in school (where this is allowed)

Educating pupils about online safety

Pupils will be taught about online safety as part of the curriculum:
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e Relationships education and health education in primary schools

e Relationships and sex education and health education in secondary schools

In Key Stage (KS) 1, pupils will be taught to:
e Use technology safely and respectfully, keeping personal information private

e |dentify where to go for help and support when they have concerns about content or
contact on the internet or other online technologies

Pupils in Key Stage (KS) 2 will be taught to:

e Use technology safely, respectfully and responsibly

e Recognise acceptable and unacceptable behaviour

e |dentify arange of ways to report concerns about content and contact
By the end of primary school, pupils will know:

e That people sometimes behave differently online, including by pretending fo be someone
they are not

e That the same principles apply to online relationships as to face-to-face relationships,
including the importance of respect for others online, including when we are anonymous

e The rules and principles for keeping safe online, how to recognise risks, harmful content and
contact, and how to report them

e How to critically consider their online friendships and sources of information including
awareness of the risks associated with people they have never met

e How information and data is shared and used online

e  What sorfs of boundaries are appropriate in friendships with peers and others (including in a
digital context)

¢ How torespond safely and appropriately to adults they may encounter (in all contexts,
including online) whom they do not know

e The safe use of social media and the internet will also be covered in other subjects where
relevant.

Where necessary, teaching about safeguarding, including online safety, will be adapted for vulnerable
children, victims of abuse and some pupils with SEND.

Educating parents/carers about online safety

The school will raise parents/carers’ awareness of infernet safety in letters, newsletters or other
communications home, and in information via our communications policy. This policy will also be
shared with parents/carers.

Online safety will also be covered during targeted parent/carer events.

If parents/carers have any queries or concerns in relation to online safety, these should be raised in the
first instance with the headteacher and/or the DSL.

Concerns or queries about this policy can be raised with the headteacher.


https://schoolleaders.thekeysupport.com/uid/8b76f587-7bf6-4994-abf0-43850c6e8d73/
https://schoolleaders.thekeysupport.com/uid/66a1d83e-2fb9-411e-91f1-fe52a09d16d1/
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Cyber-bullying

Cyber-bullying takes place online, such as through social networking sites, messaging apps or gaming
sites. Like other forms of bullying, it is the repetitive, intentional harming of one person or group by
another person or group, where the relationship involves an imbalance of power. (See also the school
Behaviour Policy and the school Safeguarding Policy.)

Managing access and security

The school will provide managed internet access to its staff and pupils in order to help pupils to learn
how fo assess and manage risk, to gain the knowledge and understanding to keep themselves safe
when using the internet and to bridge the gap between school IT systems and the more open systems
outside school.

¢ The school will use a recognised internet service provider or regional broadband consortium.

e The school will ensure that all internet access has age appropriate filtering (not over blocking)
provided by a recognised filtering system (Managed by BET) which is regularly checked to ensure
that it is working, effective and reasonable.

e The school will ensure that its networks have virus and anti-spam protection.

e Access to the school network will be controlled by personal passwords depending upon the age of
the child.

e Systems will be in place to ensure that internet use can be monitored, and a log of any incidents will
be kept to help to identify patterns of behaviour and to enforce the Online Safety policy.

e The security of the school’s IT system will be reviewed regularly.

e All staff that manage filtering systems or monitor IT use will be supervised by senior management and
have clear procedures for reporting issues.

¢ The school will ensure that access to the internet via school equipment for anyone not employed by
the school is filtered and monitored.

Use of personal devices

e Personal equipment (e.g. using a personal device fo access school emails) may be used by staff to
access the school IT system provided their use complies with the Online Safety policy, General Data
Protection Regulations (GDPR) and the relevant ICT Code of Conduct.

o Staff must not use personal devices to take or store images of pupils.

o Staff may only store pupil personal data on personal devices (eg PC at home) only if the access to
the document is limited only to the member of staff and files are encrypted or password protected
appropriately. Staff should use OneDrive or Teams where at all possible.

e If using a mobile device to access Teams, this device must have a pin coded lock and must not be
shared with any other members of staff.

e No personal data about pupils or parents should be stored on memory sticks. The school no longer
provides or promotes the use of memory sticks.

e The school cannot be held responsible for the loss or damage of any personal devices used in
school or for school business.

o Staff or visitors must ask permission of the Computing Team (BET) before connecting their own
device to the onsite school IT network.

Protecting personal data

e The school has a separate Data Protection Policy.

e Dataincluding personal information regarding children needs to be anonymised where possible or if
not appropriate, initials only should be used.

Mobile Phones and Electronic Devices
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Staff use of personal devices

o Staff are not permitted to use their own mobile phones or devices for contacting pupils, young people
or those connected with the family of the student.

o Staff will be issued with a school phone where contact with pupils, parents or carers is required, for
example a mobile on school trips or staff based landline.

¢ Where staff members are required to use a mobile phone for school duties, for instance in case of
emergency during off-site activities, or for contacting pupils or parents, then a school mobile phone will
be provided and used.

¢ In an emergency where the staff member doesn’t have access to a school owned device, they should
use their own devices and hide (by inputting 141) their own mobile numbers for confidentiality purposes.

¢ Mobile phones and personally-owned devices (Including smart watches) will be switched off or
switched to 'silent’ mode and only to be used in the staff room. Staff should not send and receive texts
in classrooms or use camera phones at any time. Staff use of mobile phones during the school day will
normally be limited to the lunch break and after school.

e Staff should not use personal devices such as mobile phones or cameras to take photos or videos of
pupils and will only use school provided equipment for this purpose. See Photographic Images of
Children Policy for more information.

e |f a member of staff breaches the school policy then disciplinary action may be taken as appropriate.

e Staff should ensure that their phones are protected with PIN/access codes in case of loss or theft.

o Staff should never store parents’ or pupils’ telephone or contact details on their mobile phone (as this
allows the possibility of inappropriate contact), unless needed for safeguarding purposes and cleared
with the DSL.

o Staff should never send, or knowingly accept from anyone, texts orimages that could be viewed as
inappropriate.

e If a member of staff suspects a message, text or similar may contain inappropriate content it should not
be opened but a senior member of staff, preferably the Online Safety coordinator or DSL should be
contacted. See Sexting guidelines document for more information.

o Staff are expected to use their professional judgement when it comes to opening content on personal
devices.

Pupils’ use of personal devices

e The School strongly advises that personal devices should not be brought into school at all. Students
have no legitimate need o use a personal device at all during the school day.

e The School accepts that there may be particular circumstances in which a parent wishes their child to
have a mobile phone for their journey to and from school.

e Where a mobile phone is brought info school, it is enfirely at the student’s & parents’ own risk. The
School accepts no responsibility for the loss, theft or damage of any devices brought info school.

e Students who bring mobile devices, including mobile phones and smartwatches, to school must ensure
they are switched off and handed to their class teacher upon arrival. These will be securely stored in a
lockbox inside the teacher’s cupboard for the duration of the school day. To avoid the need for
storage, we advise students to refrain from wearing smartwatches to school.

¢ If a pupil needs to contact his or her parents or carers, they will be allowed to use a school phone.

e Pupils should protect their phone numbers by only giving them to trusted friends and family members.
Pupils will be instructed in safe and appropriate use of mobile phones and personal devices and will be
made aware of boundaries and consequences and encouraged to use PINs and other security as
necessary.

e Pupils will be provided with school mobile devices (For example iPads) to use in specific learning
activities under the supervision of a member of staff. Such mobile devices will be set up so that only
those features required for the activity will be enabled as necessary.
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Microsoft Teams:

Microsoft teams (referred to as Teams) is a communication and collaboration service used by the
school to facilitate school community communications and off-site meetings.

Purpose:

The app enables staff members and Governors to communicate in the form of organised units (Teams)
where conversations and files sharing occurs in smaller units Channels.

Access can be made across any device with an internet connection allowing staff members to access
files and conversations when out of work.

For staff:

e The use of Microsoft Teams is strictly reserved for School business and the nature of education it
must not be used for any other means.

e Teams should only be accessed using a school account which you will have received upon
employment at Woodmansterne Primary School.

e Do not share any login information for Team:s.

¢ Whenlogged into Teams on a device or computer you have a due diligence to take every
care that no one else can access Teams on any of these devices.

o On acomputer - make sure it is locked when leaving the room.
o On a mobile device — make sure the device being used has password locking
protection. If not, do not use this device to access Teams.

e Teams and channels are created based on necessity and should not just be created for short
periods of time. Consider using a group chat instead. If you would like to create a Team
contact a member of SLT or the Online Safety Coordinator.

e Teams should not be used to Text Chat to pupils — communication with pupils is made through
the classroom channel stream.

Video Calls on Teams:

If using Teams to make a video call or arranging a meeting the following guidelines should be adhered
to.

e Before making the call make sure you have all attendee’s permission to be on the call. This
should be arranged beforehand and where possible a calendar event created for the specific
call so that RSVP can be obtained.

e Make sure you have all the necessary equipment to make a video call. E.g. Webcam and
Microphone (most mobile devices and laptops will have these already)

e Appropriate dress must be worn when making a video call. This should reflect your professional
role.

e The background of the call should be neutral where possible and not contain any personally
identifying information. If this is not possible and the opftion is available use the Blur Background
feature on the Teams app. (Currently not available when calling through the browser)

Group Video Calls with pupils:

e If calling a group of pupils for the purpose of check in during a long period of absence (E.g
COVID-19 School Closure) make sure that you have the permission of all the pupils parents for
them to be ion the call and that pupils are aware of the Backgrounds and Dress guidelines
listed above.

e Allvideo calls with pupils must be recorded.

e There should be more than one member of staff on the group video call.

e Make sure pupils are aware of the behaviour expectations and the consequences for not
following them.
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Social Media
Principles

e Users should be conscious at all times of the need to keep their personal and professional/school
lives separate. They should not put themselves in a position where there is a conflict between the
school and their personal interests;

e Users should not engage in activities involving social media which might bring Woodmansterne
School into disrepute; and which contravene Part 2 of the teaching standards.

e Users should not discuss personal information about other pupils, Woodmansterne school and the
wider community they interact with on any social media;

e Users should not use social media and the internet in any way to attack, insult, abuse or defame
pupils, their family members, colleagues, other professionals, other organisations or Woodmansterne
school.

Personal use of Social Media

Pupils and members of the wider school community (Including school governors) should not identify
themselves as members of Woodmansterne School in their personal web-space, unless specifically
linked to an approved job role within the school community where it serves a purpose to professionally
market the school. This is to prevent information being linked with the school and to safeguard the
privacy of staff members, pupils and parents and the wider school community.

Pupils should not have contact through any personal social medium with any member of staff, unless
the staff concerned are family members.

If pupils and members of the wider school community wish to communicate with staff they should only
do so through official school email addresses.

School email addresses should not be used for setting up personal social media accounts or to
communicate through such media.

Pupils and the wider school community should not post images or videos from school events on any
public social media site. Images or videos taken at school events, when such permission has been
granted by the school, are for the sole and private use of that individual and their use must be in
accordance with the Data Protection Act 1998.

Using Social Media

The Senior Leadership Team have full responsibility for running the school's official website, Facebook,
Twitter and Instagram accounts. No other social media platforms may be set up by any member of the
whole school community which have a direct or indirect connection with Woodmansterne school.

Whilst pupils and the wider school community are encouraged to interact with these social media sites
they should do so with responsibility and respect.

Artificial intelligence (Al)

Generative artificial intelligence (Al) tools are now widespread and easy to access. Staff, pupils and
parents/carers may be familiar with generative chatbots such as ChatGPT and Google Bard.

Woodmansterne School recognises that Al has many uses to help pupils learn but may also have the
potential fo be used fo bully others. For example, in the form of 'deepfakes’, where Al is used to create
images, audio or video hoaxes that look real.

Woodmansterne School will treat any use of Al to bully pupils in line with our Anti-bullying and Behaviour
Policies.
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Staff should be aware of the risks of using Al tools whilst they are still being developed and should carry
out arisk assessment where new Al tools are being used by the school.

Training

All new staff members will receive fraining, as part of their pre-induction, on safe internet use and online
safeguarding issues, including cyber-bullying and the risks of online radicalisation.

All staff members will receive refresher training at least once each academic year as part of
safeguarding training, as well as relevant updates as required (for example through emails, e-bulletins
and staff meetings).

By way of this fraining, all staff will be made aware that:

¢ Technology is a significant component in many safeguarding and wellbeing issues, and that children
are at risk of online abuse

» Children can abuse their peers online through:
* Abusive, harassing and misogynistic messages

* Non-consensual sharing of indecent nude and semi-nude images and/or videos, especially around
chat groups

« Sharing of abusive images and pornography, to those who don’t want to receive such content

* Physical abuse, sexual violence and initiation/hazing type violence can all contain an online element

Training will also help staff:
¢ Develop better awareness to assist in spotting the signs and symptoms of online abuse

* Develop the ability to ensure pupils can recognise dangers and risks in online activity and can weigh
up the risks

* Develop the ability to influence pupils to make the healthiest long-term choices and keep them safe
from harm in the short ferm

The DSL/DDSL will undertake child protection and safeguarding training, which will include online safety,
at least every 2 years. They will also update their knowledge and skills on the subject of online safety at
regular infervals, and at least annually.

Governors will receive training on safe intfernet use and online safeguarding issues as part of their
safeguarding training.

Volunteers will receive appropriate training and updates, if applicable.

Monitoring arrangements

The DSL is alerted via Senso of any high-risk search attempt and logs behaviour and safeguarding issues
related to online safety via CPOMS.

This policy will be reviewed every year by the Designated Safeguarding Lead. At every review, the
policy will be shared with the governing board. The review will be supported by an annual risk
assessment that considers and reflects the risks pupils face online. This is important because technology,
and the risks and harms related to it, evolve and change rapidly.
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Code of Conduct

Staff ICT Code of Conduct

Part of the whole school Code of Conduct.
Children’s ICT Use Agreement

Rewritten every September by our Pupil Parliament. This will reflect current trends. Year 5 and é will have
their own specific AUP which they will also write in September.

Home - School Online Use
A separate document that is signed by all parents.
Volunteers ICT Code of Conduct

See volunteers code of conduct.
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» lunderstand that | have been given use of the school internet and/or school ICT systems in order to
carry out a specific job for the school.

> lunderstand that it is a criminal offence to use a school ICT system for a purpose not permitted by
its owner.

» | will only use the school's email / internet / intranet / Learning Platform and any related
technologies for the purpose for which | have been given access.

» | will comply with the ICT system security and not disclose any passwords provided to me by the
school or other related authorities.

» | will not install any hardware or software without the permission of the Computing team.

> | will not browse, download, upload or distribute any material that could be considered offensive,
illegal or discriminatory whilst using the school ICT systems

» lunderstand that all my use of the internet and other related technologies can be monitored and
logged and can be made available, on request, to the Head teacher or my employer.

» 1 will respect copyright and intellectual property rights.
» lunderstand that if | disregard any of the above then it will be reported to my employer and serious

infringements may be referred to the police.

User Signature

| agree to follow this code of conduct and to support the safe use of ICT throughout the school.

FUIT NGOG e e e (Printed)

(@] 0 0] o 01V U

Signature. ..o Date...coocviviieiininn,



